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Preparing the database for CNS Audit

In order for CNS Audit to work properly, there cannot be any Table Occurrences with the
same name as Layouts in the database. CNS Audit is capable of keeping track of the
fields in the database even if their names are changed, but to do this it needs to use the
FieldIDs calculation function. This function allows for retrieving the Field IDs of all the
fields in a specific Table Occurrence, so long as there is not a Layout with the same
name as the Table Occurrence. If there is a Layout with the same name as the Table
Occurrence, the FieldIDs function returns the Field IDs of all the fields on the Layout
instead of in the Table Occurrence. Since all the fields in the Table Occurrence may not
be on the Layout, this causes CNS Audit to not see, and therefore not Audit, all the
fields in the Table Occurrence.

Unfortunately, when creating a table, FileMaker Pro automatically creates a Layout with
the same name as the table. To prepare a database for use with CNS Audit, these
duplicate names must be changed. Either rename the Table Occurrence or rename the
Layouts. It is probably easier to rename the Layouts because when renaming a Table
Occurrence, if the automatically generated Layout has never been manually renamed,
FileMaker Pro updates the automatically generated Layout to have the same name as
the Table Occurrence. Consider renaming the Layout by adding the word "Entry" to the
end. For example, if a Table Occurrence is named Contacts, the associated Layout
would be named Contacts Entry. However, this is only a suggestion.

To determine which Layouts have the same name as Table Occurrences in the
database, either make a list of all the Table Occurrences in the database and then
check for duplicate Layout names, or let CNS Audit create a list for you:

Open the database, and log in with a [Full Access] user account.

Open the ScriptMaker / Manage Scripts dialog.

Create a new script named Setup Auditing Preferences or something similar.
Add a Set Variable script step and double-click it.!

W=

1 If using FileMaker Pro 7, use a Set Field script step and set a field in the database with the same
calculation as the Value calculation for the Set Variable script step.
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5. In the Set Variable Options dialog, name the variable $CNSAudit or something
similar.

Names prefixed by “$” are local variables available only within the k Step 5
current script. Prefix the name with “$5” to make the variable availak’'~
throughout the current file (global).
Nam(: SCNSAudit
Step 6.
Value: ( Specify... )
Repetition: ) (Specify... )
Step 10.

6. Press Specify... -
7. In the Specify Calculation dialog that pops up, change the View drop-down to

External Functions.

-  SeecifyCakculabon 0000000 0000000
Step 7.

This cakulation wil be evaluated based on Contest determned at runtime. b
| Comacrs ) Operators View. | External fuscbons -+
Serals - al [ 0 Acan 2
Contactid @ @ - ONSALGL_Accesslogl Action | N d
FirstName @ @ : O\CWW:;&:MWMI Opeion L P
Company EVI). ONSAUSE_LSISIbingiDs{ TableNa
Address = CONSAuSt_Record] ONS Auds Tim
- @O |z, | sz Ston &
Stase or ONSALGT_Registent Firsthame ; L p )
Zo . PESTR
~ ~
nos v L ONSALSL_Setupfile v

INSALdR Setupl e

Calcelation resu must be Text

Step 9.

8. In the list of functions, scroll down until you see a line for CNSAudit_SetupFile
and double-click it.
9. Press OK to close the Specify Calculation dialog.
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10.Press OK to close the Set Variable Options dialog.

11.Save and close the Setup Auditing Preferences script.

12. Select the Setup Auditing Preferences script (if it's not already selected), and
press Perform.

RO iiacage Scipts (CNS Aud i BXample) —

' Show Al W Q
WM e = Startup

e

M ¢ = Loginas Admin

M ¢ = Loginas Test

Me =& -

W 8 = Setup Auditing Preferences

Step 12.

™ Include in menu
{}New";jw-t “aDelet; & & ,‘“.

13. If there are any Layouts with the same name as Table Occurrences, CNS Audit
should present a dialog warning you about it and list all the conflicting names.
14.Make a list of the conflicting names and press OK.

There are Layouts in your Database that have the same names as Table

Occurrences in your Relationship Graph. For CNS Audit to work properly, you ‘ Step 14.
will need to rename either the Layouts or the Table Occurrencee \

The following are the | 3w~~~ " e OCCurrences that have identical names:

Contacts

[ Do not show this dialog again for this file. CcCancel) ( ox )

15.Press Close to close the File Setup dialog.
16.Rename the conflicting Table Occurrences and/or Layouts.
17.Repeat steps 12-16 to ensure all conflicts have been resolved.
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Set up the database for tracking field changes

This section explains the steps necessary to set up each Table in the database for
auditing. After completing these steps, the plug-in will be able to track the changes to
field values in the database. (Note: You may also want to implement the validation
options described in the Preventing database modification if CNS Audit is not present
subsection of the Additional Information section at this time.)

1. Open the Database file and go to Define / Manage Database.

2. Switch to the Fields tab and select the first table from the Table drop-down menu
in which auditing needs to be added.

Masage Database for "ONS Audit Exampie”

Step 2.

Tables Freids Relat mms oo

Step 3.

ONS Aude Tirmestarmp Timestare Mod Acation Timestarrp (Date and Time

Step 4.

Fleld Nam : NS Auds Timestamp Type: ' Timestamp 99 Options
Comment

Create Dupliicate Delete Copy

Print Cancel oK

3. Add a new Timestamp field named CNS Audit Timestamp.?
4. Press Options for the CNS Audit Timestamp field.

2 Make sure the field is named CNS Audit Timestamp exactly.
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5. In the Options for Field dialog that pops-up, switch to the Auto-Enter tab, and
check the Modification Timestamp option.

Options for Fiekd “CNS Audit Timestamp”

[ Auto-Enter = validation  Storage  Furigana

Step 5.

Automatically enter the following data into this field:
I Creation | Timestamp (Date and Time) 18

™ Modification | Timestamp (Date and Time) 18

' Value from last visited record
' Data:

3\

| Calculated value "7 Specify
| Looked-up value  ( Specify... )

Step 7.

Prohibit modification of value during data entry

( Cancel ) 0K

6. Optional: Set up the Validation options as described in the Preventing database
modification if CNS Audit is not present subsection of the Additional Information
section.

Press OK to close the Options for Field dialog.

Add a new Text field named CNS Audit Trigger.3

® N

3 Make sure the field is named CNS Audit Trigger exactly.
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Field Nam - [ONS Audit Trigger | Type: [ Text ﬁ—(owu» D)
Comment: -

(_Create ) ( Onnge ) ( Ouphcate ) (_ Oelete ) (_ Copy )( Paste )

9. Press Options for the CNS Audit Trigger field.

Step 8.

Step 9.
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10.In the Options for Field dialog that pops-up, switch to the Auto-Enter tab, and
check the Calculated Value option.

. Options for Field "CNS Audit Triggee”
[“Auto-Enter ~ Validation  Storage  Furigana |
Automartically enter the following data into this field:

"I Creation | Date B3
I Modification | Date 3 )
"1 Serial number
Cenerate {*) On creation () On commit
next value 1 increment by 1
I Value from last visited record Step 10.
[ Data:
M Calculated value Step 14.

"1 Do not replace existing value of field (f any)
" Looked-up value [ Specify... )

[ 1 Prohibit modification of value during data entry

Step 15.

(Gancel) @06

11.In the Specify Calculation dialog that pops up, change the View drop-down to
External Functions.
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Specify Calculation

Evaluate this calculation from the context of. | Conmtacts

Current Table ("Comaces™

Senals

ContactiD

Frsthame

LastName

Company

Address

Cry

Stare

Tp

CNS Auds Timestamep

-

|
!
!
|
!

CNS Audit Trigger =

/&\

¥ Operators

/ y

_
- -
.
<
2
s

and
o

e

not v

..

View | Extemnal functions

CNSALgIt Ink

CNSALSI_Recordl ONS Aude Tim

ONSALSI_Registert FirstName | L
CNSAugit_RodBackl AuadniD )

CNSALSIt_Setupf e

.;‘
=1
CNSALSIL_AccessLogl Action | N m
CNSAugit_Contigurell Ogtion L P

Calculation result must be Text

W Do mot evaleate if all referenced helds are errpty

Leare Nore

ONSAude_Record! ONS Audit Timestamp | ONS Augit Trigger i

( Cancel ] 0K

Step 11.

Step 12.

Step 13.

12.1n the list of functions, scroll down until a line for CNSAudit_Record is visible
and double-click it.
13.Press OK to close the Specify Calculation dialog.
14.Back on the Options for Field dialog, uncheck the Do not replace existing
value of field (if any) option.
15.Press OK to close the Options for Field dialog.
16. Repeat steps 3-15 for each table that needs auditing. (If using FileMaker Pro
Advanced, highlight the two fields, press Copy, and then go to each table and
press Paste.)

17.Close the Define / Manage Database dialog.

10
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Set up the database for tracking record deletions

This section explains the steps necessary to set up each Privilege Set for tracking
record deletions.

Note: The Record Privileges for the [Full Access] Privilege Set cannot be modified,
therefore any user logging in with the [Full Access] Privilege Set will be able to delete
records without being audited. Consider duplicating the [Full Access] Privilege Set
and adding the necessary options below to track record deletions, then assign the
Privilege Set to the users who need full access.

1. Open up the Accounts & Privileges dialog.

2. Switch to the Privilege Sets tab and edit the first custom privilege set. If there
are no custom privilege sets, highlight the [Data Entry Only] privilege set, press
Duplicate, and then edit that new privilege set.

Manage Accounts & Privileges

Accounts  Privilege Sets Extended Privileges
e this panel 1o manage prvilege sets. Fach prvilege 14t containg 2 set of permissions, which can be wied by one
Of MOre accownts

Privilege Set ACtive a000unts Description

¢ JToll Accens AZmin acce

¢ Nowmedl User Tew

Step 2.

New ( edie... ) Duplicate Delete View by creatos order

Cance oK

3. Inthe Data Access and Design section, press the Records drop-down menu
and select Custom Privileges.

11
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Croose privileges and save them as 3 "Privilege Set.” which can be wied by one or mare accounts. i you edit a set,

Al accounts that use it will be

Privilege Set Name Description

Step

Normal User |

Data Access and Design
Records. | Custom privileges... Kl
Layouts. | Al view enly i
Valse Usts: | Al view only #
Scripty: | AR executable cnly K
Extended Privileges
L1 Access via Instant Wed Publishing (friwp) .
11 Access via ODOC/)0AC ('mudbc)

.

{1 Access via FlleMaker Network (Tmapgp)

) Access via FileMaker Mobile (fmmobile)

) Access via XML Web Publishing - I'NS caly ¢fm
) Access via XSLT Web Publishing - FNS only (m

To add, edn or delete Extended Privileges, use the wols
in the Extesded Privieges tab.

Othar 2= __ges
WA Alow printing
W Alow exporting
| Manage extended privikeges
) Mllow user 10 overnde data validation warnings
W Discennect user from FileMaker Server when idle
M Allow user 10 modfy their own password
T Must be changed every 30 dann
I Minimum password length: S characters

I —
(Gneel) (06

4. In the Custom Record Privileges dialog that pops up, select the first table.
5. Press the Delete drop-down menu and select limited....

Step 4.

Step 5.

6. Inthe Specify Calculation dialog that pops up, change the View drop-down to

External Functions.

3.

12
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Specify Calculation

Evaluate this calculation from the context of

Current Table ("Comaces™)

] Operators

Senaw
ContactiD
Festhame
LastName
Company
Address
Oty

Stave

Tp

CNS Audz Timestame

Records can be deleted when

Contacts

= O F r N

ry) Step 6.

View | External functiens s

CNSALSI_AccessLogl Action |, N 0
CNSAugit_Configurell Ogtion L P

CNSALgiIt Ine

ONSALSIt_ListSBlingiDuf TableNa Step 7_
CNSALSIt Recorsd ONS Audt Tim

ONSALSI_RederdDelete

ONSALSIT_Registert FirstName | L

CNSALgt_RolBackl AudniD

CNSALSIt_Setuph e v

CNSAude_RecordDelete

Calculation result must be Boolean

Non-2er0 values are true (aCcess is alowed), 2¢r0 and empty values

e false Laccess is denied)

sarm Nore

Step 8.

" Cancel ) 0K

7. In the list of functions, scroll down until a line for CNSAudit_RecordDelete is

visible and double-click it.
Press OK to close the Specify Calculation dialog.
Repeat steps 5-8 for each table in the Custom Record Privileges dialog. (Once

©

the CNSAudit_RecordDelete function has been added to one calculation, copy
and paste it to the other ones, or just retype it, and skip selecting the External

Functions repeatedly.)

10.Press OK to close the Custom Record Privileges dialog.

11.Press OK to close the Edit Privilege Set dialog.

12. Repeat steps 3-12 for each custom privilege that needs modifying.

13. Switch to the Accounts tab and reassign Privilege Sets to the Accounts as

necessary.

14.Press OK to close the Accounts & Privileges dialog.

13
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Set up the database for startup and shutdown

This section explains how to add or modify the Startup and Shutdown scripts for the
database for setting up CNS Audit for the file. While this is optional, by following these
instructions, CNS Audit will function better with the database.

1. Open up the ScriptMaker / Manage Scripts dialog.

2. Create a script named Startup (or something similar) or edit an existing startup
script if one is already in use.

3. Add a Set Variable script step and double-click it.4

4. In the Set Variable Options dialog that pops up, name the variable $CNSAudit
or something similar.

“Set Variable" Options

tep 4.
Names prefixed by “$" are local variables available only within the S ep
current script. Prefix the name with “$5" to make the variable availab’—
throughout the current file (global).
Namd : SCNSAudit
Step 5.
Value: " Specify... |
Repetition: Specify...
R Step 9.

" Cancel ) €0k )

5. Press Specify... next to the Value field.
6. Inthe Specify Calculation dialog that pops up, change the View drop-down to
External Functions.

4 If using FileMaker Pro 7, use a Set Field script step and set a field in the database with the same
calculation as the Value calculation for the Set Variable script step.

14
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%

_ Comacrs

ﬁ Operators

Serale
ContactiD
Festhame
LastName
Company
Address
Cry

Stare

Tp

CNS Audz Timestamg

/—\m
/_\(_\
r\(\

O™

This cakelazion will e evaluated based on context determined at rentime,

View | Extemal functiens 1

E&Qi-ul\vol

CNSAugit_Configurel{ Option L P 4
CNSALSIt Ink m
ONSALSI_LiatSblinglDf TableNa
ONSALSI_Recerdd ONS Aude Tim
CNSALSI_RecorcDelete
CNSAugit_Registert FirstName | L
CNSALSit_ RoTRack! AuditiD )
CNSALSI_Setupl de

ONSALS Shutdownlilell AllowC
ONSALSI_Startupfile _,J

CNSAude_Startupfie

Calculation result must be Text

Learn Noce,

(Cancel ) Ok

~ Step 6.

7. In the list of functions, scroll down until a line for CNSAudit_StartupkFile is

visible and double-click it.

8. Press OK to close the Specify Calculation dialog.
9. Press OK to close the Set Variable Options dialog.
10.Save and close the Startup script window.
11.Create a script named Shutdown (or something similar) or edit an existing
shutdown script if one is already in use.
12. Add a Set Variable script step and double-click it.4

Step 7.

Step 8.

15
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13.In the Set Variable Options dialog that pops up, name the variable $CNSAudit
or something similar.

b .
Names prefixed by “$” are local variables available only within the Step 13
current script. Prefix the name with “$5” to make the variable avail>’..¢
throughout the current file (global).
Nam¢ : |SCNSAudit
Step 14.

Value: ( Specify... )

Repetition: ) (Spedfy...) B .
ep 19.

14.Press Specify...
15.In the Specify Calculation dialog that pops up, change the View drop-down to
External Functions.

This cakelation will be evaluated based on determined at runts Step 15.
Senaie a [ CNSAusit_Configurel{ Ostion [P
T O[T g eas d
Festhame -aD CNSALIt_UstSlingIDs TableNa. ..
LastName CNSALIt_Recoral ONS Aude Tim
Company EDIED) NS AU AecordOniete
Address CONSALSI_Register! MirstName | L
- GIS| Y ||| | SR
Stare CNSALtit Setunfile P .
Jp L CNSAugit_ShutdownFilell AliowC A
CNS Auds Timestamg v CNSAUSIt_SRartupFile
Step 17.
{ONSAudR_ShutdownFile
- and there is enowgh @a1a in the Audit Trad Cache 10 Bring up 3 progress dakeg,
this disabies the Cancel bumon. [Defauit is True.]*/
Calculation result must be Tent
Step 18

16. In the list of functions, scroll down until a line for CNSAudit_ShutdownkFile is
visible and double-click it.

16
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17.For now, select everything in curly brackets after CNSAudit_ShutdownFile and
delete it.5

18.Press OK to close the Specify Calculation dialog.

19.Press OK to close the Set Variable Options dialog.

20.Save and close the Shutdown script window.

21.Close the ScriptMaker / Manage Scripts dialog.

22.0pen the File Options dialog and switch to the Open/Close tab.

23.In the When opening this file section, check the Perform script option.

File Options for “CNS Audit Example”

| Open/Close = Spelling  Text Graphics

When opening this file

# Log in using:
*) Account Name and Password

Account: Test

Password:
Step 23.

[ Switch to layout
W Perform script / Specify... \ “Startup®

Step 26.
When closing this file

M Perform script: [ Specify... ) “Shutdown®

( Cancel ) ( OK \

5 See the online CNS Audit Function Reference for an explanation of the optional parameter for the
CNSAudit_ShutdownFile function.

17
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24.1n the Specify Script dialog that pops up, select the Startup script created/

edited in step 2.

Select a script to perform.

" Show Al

¥ Q

4 R
7 Startup
7 Shutdown

27 Log in as Admin
.7 Login as Test

-7 Setup Auditing Preferences

25.Press OK to close the Spec

( Cancel ) (0K

Step 24.

Step 25.

26.Back on the File Options dialog, in the When closing this file section, check the

Perform script option.

18
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27.1n the Specify Script dialog that pops up, select the Shutdown script created/
edited in step 11.

Select a script to perform.

' Show Al M Q

Step 27.

J 7 Startuo
(.7 Shutdown

27 Log in as Admin
.7 Login as Test

27 Setup Auditing Preferences

Step 28.

( Cancel ) (- OK ) ,

28.Press OK to
29.Press OK to close the File Options dialog.

19
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Optional set up (1)

Consider closing and reopening the database to ensure all the above changes are
committed to the database file.

Optional set up (2)

CNS Audit is invoked when a record is committed and at that point it compares the data
in the committed record with the Audit Trail data in the CNS Audit Log database. When
adding CNS Audit to an existing database with existing data (as opposed to a new
database), the CNS Audit Log will not contain any Audit Trail data for the database at
the point CNS Audit is implemented. If there are no previous entries for any given
record in the CNS Audit Log when a record is audited, CNS Audit will create new entries
for the record, but any values in the record prior to the audit will be lost.

To remedy this situation, CNS Audit includes a CNSAudit_Init function for creating an
initial set of Audit Trail data. This function will look for every table in your database that
contains the CNS Audit Trigger field (ie. tables that have been set up for auditing) and
examine every record in those tables to determine if that record has been audited. If it
has not, it creates a set of initial records in the CNS Audit Log table to reflect the state of
the record at that moment. After using CNSAudit_Init the CNS Audit Log table will
contain all necessary information for rolling back changes to the database up to the
point that CNS Audit was implemented.

Follow these steps to use the CNSAudit_Init function:
1. Open up the ScriptMaker / Manage Scripts dialog.

2. Create a script named Init File or something similar.
3. Add a Set Variable script step and double-click it.6

6 If using FileMaker Pro 7, use a Set Field script step and set a field in the database with the same
calculation as the Value calculation for the Set Variable script step.

20
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4. In the Set Variable Options dialog that pops up, name the variable $CNSAudit
or something similar.

Names prefixed by “$” are local variables available only within the ; Step 4.
current script. Prefix the name with “$5" to make the variable avail>’.¢
throughout the current file (global).
Nam¢ : | SCNSAudit
Step 5.
Value: ( Specify... )
Repetition: Specify...
(—) Step 9.

5. Press Specify... -
6. In the Specify Calculation dialog that pops up, change the View drop-down to

External Functions.

This cakelazion will e evaluated based on dete d at renti Step 6
Serale - - a] [ovs Audin -
Centactid @ . CNSALSIt_AccessLogl Action |, N a Step 7.
::suume @ @ » :nu..m: ::.ou.mn Nusiont D
stName < NSAudit
Company @ G) 2 CNSALSIt_LstesiingiDy TasieNa
Address = CONSALSIt_Recordd ONS Audt Tim
~ OO (L ll| osvsrceree
Stave o CONSALSI_Registert FirstName | L
p L wr L CNSALgit_RoIBack! AuditiD }
CNS Auda Timestamg v nt v CNSALSIt_Setupf e v
CNSAudE_inid
Calculation result must be Tent S
tep 8.

7. In the list of functions, scroll down until a line for CNSAudit_Init is visible and
double-click it.
8. Press OK to close the Specify Calculation dialog.

21
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9. Press OK to close the Set Variable Options dialog.
10.Save and close the Init File script window.

Run the Init File script to initialize the CNS Audit Log table with the data from the
database. If the CNS Audit Log table has not yet been created, this function will create
it and ask you to run the Init function a second time.

Notes:

- Depending on the size of the existing database, the CNSAudit_Init function can
take a long time to complete. While running, CNSAudit_Init shows a dialog with a
progress bar and a Cancel button. The initialization process can be stopped at
any time by pressing the Cancel button. The process can then be started again by
running CNSAudit_Init again and the function will pick up where it left off.

- Audit Trail data can be very large. The CNS Audit Log table contains a record for
every field change that occurs along with several fields containing state information
about those field changes. Using the CNSAudit_Init function will create records
in the CNS Audit Log for every field in every record in every table in the database.
Consider only using this function if Audit Trail data of this magnitude is actually
needed.

- The CNSAudit_Init function can be called at any time after CNS Audit has been
implemented in a database and can be called multiple times if the need arises. For
example, if for some reason CNS Audit was not installed on a computer that was
using the database, any records added on that computer would not be audited.
The CNSAudit_Init function could be used to create Audit Trail data for those
records added on the computer that did not have CNS Audit installed.

22
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Set up is complete

Begin editing the data. CNS Audit will automatically create the CNS Audit Log table in
the database, if it has not done so already, and begin adding audit trail data to it. If the
CNS Audit Log table is not appearing, try logging into your database with a [Full
Access] account.

Additional Information

Modifying schema

One of the many steps CNS Audit takes to speed up auditing is to cache the schema
information from the database. If you are actively developing the database (eg. adding/
renaming tables, fields, and layouts), this cached schema information can become out
of sync with the actual database. To ensure that CNS Audit is correctly auditing the
database, the CNSAudit_StartupFile function can be used at any time to reload the
schema information.

Protecting Audit Trail Data

While CNS Audit is in charge of creating an Audit Trail of the database, keeping
everyday users from directly modifying that Audit Trail data after-the-fact is up to the
database developer. To ensure that everyday users can add to, but not modify, the
Audit Trail data, modify the CNS Audit Log entry in the Custom Record Privileges for
the everyday users' Privilege Set as follows:

View: yes
Edit: no
Create: yes
Delete: no
Field Access: all

23
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Custom Record Privileges

Table Narme Vew (ot Create Delete Felkd Accens

Lacts yes yes yed nied a
Mones yeu
CNS Audit Log yes yes al
—————a—— ,

Set Privileges' View Eow Create Delete Field Access
yes ol 'm0 ol | yes o ! no o an s
Select All Cance f ox )

Auditing Actions other than Modifying Data

CNS Audit provides a CNSAudit_AccessLog function for auditing any custom actions
performed by database users. This function has one required parameter and one
optional parameter. The first parameter is the Action to log, for example User Login.
The second parameter is any special Notes about the action, for example User is
logged in after hours. This information is stored in a separate table in the database
named CNS Access Log. If the CNS Access Log table is not appearing, try logging into
the database with a [Full Access] account.

Auditing Record Views

Auditing Record Views can be achieved by modifying the View privilege for any table in
the Custom Record Privileges dialog for the Privilege Sets of the database users.

24
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| ST | KT Teas 1 Feasta T Nalana | flald Arvace LIny
( Contacts limited yor yer imited. . al

iRy i Yoy oy ety an

Clobals yes yes yes yes all

NS Audn Log yes yes all

(Asy New Table) yes yei yes yel all

Set Privileges' View Edw Create Delete Field Access
(limit.. ) (yes ] [ves W Niimic. & a0 W8
B o

(Setect Al ) (Gancel ) o)

Select the limited... privilege and use a calculation similar to the following:
Let ( CNSAudit = CNSAudit_AccessLog( "Record View" ) ; 1)
The Let statement allows for calling the CNSAudit_AccessLog function and discarding

the result (the CNSAudit variable is not used), while the 1 allows the Record to be
Viewed as normal.

25
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Specify Calculation
Evaluate this calculation from the context of. ' Comtacts 3
Current Table ("Comaces™) ol Operators View | Extemnal functions r]
Serae ™ & \ f - -
ContactiD - . CNSALSIL_AccessLogl Action | N V*‘
-
Fosthame LADAUGIT_LONTgureli Ugoon L v
LastName < CNSALgit Ine
. -

Company 2 CNSALSIt ListSBlingiDy TableNa
Address 0 " : CNSALSI_Recorsl ONS Audt Tim

Oy - and ONSALS_RetordDelete

Stare o ONSALSI_Registert FirstName | L

2o »0 CNSALSIt_RofBack! AuditiD

CNS Audz Timestame net v CNSALGIt Setupf le v
Records can be viewed when

Let { ONSALdIt » ONSAdIt_Accesslog ( "Record View” 1)

Calculanon result must be Boolean
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Note: The Record ID is logged by CNS Audit as one of the standard log fields, so there

is no need to try and include the Record ID within the call to CNSAudit_AccessLog.

Preventing database modification if CNS Audit is not present

If CNS Audit is not installed or not enabled on a machine, any modifications to the
database will not be recorded to the CNS Audit Log. To correct this behavior, some
validation options can be added to prevent modification to the database. Follow these

steps to prevent modification when CNS Audi

t is missing:

1. Open the Database file and go to Define / Manage Database.

2. Switch to the Fields tab and select the first table from the the Table drop-down

menu in which auditing has been added.
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| Step 2.

Step 3.

Step 4.

Select the CNS Audit Timestamp field that was created when the database was
set up for tracking field changes.

Press Options.

In the Options for Field dialog that pops-up, switch to the Validation tab.
Select Always in the Validate data in this field: section.
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™ Display custom message If validation falls

Modification to this database has been disabled because changes
cannct be recorded to the Audit Trad log, Please make sure CNS
Audit has been installed and enabled.

((Cancel ) (k)
- ——

7. Uncheck the Allow user to override during data entry option in the Validate
data in this field: section.
8. Check the Validated by calculation option in the Require: section.
9. In the Specify Calculation dialog that pops up, type into the calculation:
If (CNSAudit_Version="?";0;1)
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10.Uncheck the Validate only if field has been modified option near the bottom of
the Specify Calculation dialog.
11.Press OK to close the Specify Calculation dialog.
12. Optional: Back on the Options for Field dialog, check the Display custom
message if validation fails option and enter in something similar to:
Modification to this database has been disabled because changes
cannot be recorded to the Audit Trail log. Please make sure CNS
Audit has been installed and enabled.
13.Press OK to close the Options for Field dialog.
14.Repeat steps 3-13 for each table that has been set up for auditing.
15.Close the Define / Manage Database dialog.
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